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Abstract of the contribution: This paper proposes to update solution #27 to add alternative approach.
Background


Proposal
It is proposed to agree the following changes into TR 23.752.
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[bookmark: _Toc43388425][bookmark: _Toc43735656][bookmark: _Toc50130647][bookmark: _Toc50133961][bookmark: _Toc50134301][bookmark: _Toc50557253][bookmark: _Toc50548931]6.27	Solution #27: Secondary Authentication for a Layer 3 Remote UE
[bookmark: _Toc43388426][bookmark: _Toc43735657][bookmark: _Toc50130648][bookmark: _Toc50133962][bookmark: _Toc50134302][bookmark: _Toc50557254][bookmark: _Toc50548932]6.27.1	Description
This is a solution for key issue #3, UE-to-Network Relay and based on Solution #6: Layer-3 UE-to-Network Relay. This solution is only applicable for Layer 3 UE-to-Network Relay. When a subscription indicates that secondary authentication is required, the Remote UE shall perform secondary authentication. Because Application cannot differentiate whether a UE is connected via UE-to-Network Relay or directly connected to the 5GC, if a UE connects to the application server without performing Secondary authentication, the application server may not provide service to the UE because application server may regard the UE as an abnormal UE. So secondary authentication should be supported even though a UE is connected via UE-to-Network Relay.
[bookmark: _Toc43388427][bookmark: _Toc43735658][bookmark: _Toc50130649][bookmark: _Toc50133963][bookmark: _Toc50134303][bookmark: _Toc50557255][bookmark: _Toc50548933]6.27.2	Procedures
6.27.2.1. Secondary Authentication after PC5 link setup


Figure 6.27.2-1: Secondary authentication procedure for a Remote UE (after PC5 link setup)
1.	Steps 0 ~ 4 in Figure 6.6.2-1.
2.	Step 5 in Figure 6.6.2-1. The ProSe 5G UE-to-Network Relay sends a Remote UE Report (Remote User ID, IP info) message to the SMF for the PDU session associated with the relay.
3.	When the SMF received Remote UE Report, based on local configuration of the SMF, the SMF may retrieve subscription data of the Remote UE from the UDM and may perform Secondary authentication/authorization for the Remote UE. The SMF sends PDU Session Authentication Command message to the 5G ProSe UE-to-Network Relay including Remote User ID.
4.	The 5G ProSe UE-to-Network Relay sends EAP message to the Remote UE via PC5 signalling. The Remote UE sends EAP message to the 5G ProSe UE-to-Network Relay via PC5 signalling.
5.	The 5G ProSe UE-to-Network Relay sends PDU Session Authentication Complete message to the SMF including Remote User ID and EAP message received from the Remote UE.
6.	The SMF sends EAP message to the DN-AAA.
7.	If the authentication/authorization success, the DN-AAA sends EAP-Success to the SMF.
8.	If the authentication/authorization fails, the DN-AAA sends EAP-Failure to the SMF. The SMF sends NAS message (e.g. PDU Session Modification, Remote UE Release Command) to the 5G ProSe UE-to-Network Relay. The NAS message includes Remote User ID to indicate the Remote UE and the 5G ProSe UE-to-Network Relay releases the PC5 link with the Remote UE.
NOTE 1:	It is possible to perform secondary authentication procedure in parallel when multiple Remote UEs are connected to the 5G ProSe UE-to-Network Relay almost at the same time.
NOTE 2:	The DN-AAA does not know whether a UE is connected via 5G ProSe UE-to-Network Relay or connected directly to the network.
Editor's note:	Whether this solution can satisfy the security requirement (e.g., EAP message forwarded by UE-to-Network Relay) will be investigated and confirmed by SA WG3 group.
6.27.2.2. Secondary Authentication before PC5 link setup


Figure 6.27.2-1: Secondary authentication procedure for a Remote UE (before PC5 link setup)
1.	Steps 0 ~ 2 in Figure 6.6.2-1.
2.	Remote UE establishes PC5 connection towards the 5G ProSe UE-to-Network Relay UE. When requesting UE-to-Network relaying over PC5, the Remote UE provides its Remote User ID to the 5G ProSe UE-to-Network Relay UE.
3.	The 5G ProSe UE-to-Network Relay UE sends PDU Session Establishment or PDU Session Modification Request to the SMF and provides the Remote UE ID of the Remote UE.
4.	When the SMF received Remote User ID, based on local configuration of the SMF, the SMF may retrieve subscription data of the Remote UE from the UDM and may perform Secondary authentication/authorization for the Remote UE. The SMF sends PDU Session Authentication Command message to the 5G ProSe UE-to-Network Relay including Remote User ID.
5.	The 5G ProSe UE-to-Network Relay sends EAP message to the Remote UE via PC5 signalling. The Remote UE sends EAP message to the 5G ProSe UE-to-Network Relay via PC5 signalling.
6.	The 5G ProSe UE-to-Network Relay sends PDU Session Authentication Complete message to the SMF including Remote User ID and EAP message received from the Remote UE.
7.	The SMF sends EAP message to the DN-AAA.
8.	If the authentication/authorization success, the DN-AAA sends EAP-Success to the SMF.
9.	The SMF sends PDU Session Establishment Accept or PDU Session Modification Command to accept Remote UE's request.
10.	The 5G ProSe UE-to-Network Relay UE sends PC5 connection accept message to the Remote UE.
11.	Step 5 in Figure 6.6.2-1.
12.	If the authentication/authorization fails, the DN-AAA sends EAP-Failure to the SMF.
13.	The SMF sends PDU Session Establishment Reject or PDU Session Modification Command to the 5G ProSe UE-to-Network Relay UE to reject Remote UE's request.
14.	The 5G ProSe UE-to-Network Relay UE rejects PC5 connection establishment.
NOTE 1:	It is possible to perform secondary authentication procedure in parallel when multiple Remote UEs are connected to the 5G ProSe UE-to-Network Relay almost at the same time.
NOTE 2:	The DN-AAA does not know whether a UE is connected via 5G ProSe UE-to-Network Relay or connected directly to the network.
[bookmark: _Toc43388428][bookmark: _Toc43735659][bookmark: _Toc50130650][bookmark: _Toc50133964][bookmark: _Toc50134304][bookmark: _Toc50557256][bookmark: _Toc50548934]6.27.3	Impacts on services, entities and interfaces
Remote UE:
-	send and receives EAP message via PC5 signalling;
-	execute secondary authentication with SMF.
UE-to-Network Relay UE:
-	includes Remote User ID in the PDU Session Authentication message and relays EAP message between Remote UE and SMF.
-	send Remote User ID via PDU Session Establishment or Modification message
SMF:
-	decides whether to perform secondary authentication based on subscription of Remote UE;
-	execute secondary authentication with Layer 3 Remote UE:
-	when SMF performs secondary authentication for a Remote UE, Remote User ID is included in the PDU Session Authentication message;
-	if secondary authentication is failed, the SMF sends NAS message to release PC5 link or to reject PC5 link establishment.

* * * * End of Change * * * *
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